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| — Technology Comparison: Serial versus Ethernet Data Diodes

The data diode concept has been around since the inception of the serial port technology (over 40 years
ago). The concept of the technology is simple, we either transmit, receive or we do both. If we don’t do
both then we have a data diode.

Today we have powerful, state of the art technologies that provide data diodes for both serial and
Ethernet technologies. The choice of which technology to use is based on the intended application and
on the price.

If the intended application is to transfer lots of Mega bytes continuously then the Ethernet Diode should
be used. However, if the intended application is to transfer a few Mega bytes upon fault occurrence
then the Serial Diode should be used.

For DME data reporting requirements, the main concept is to report upon fault occurrence. Both diodes
can be used but Ethernet Diodes are expensive whereas Serial Diodes are already embedded with
standard DME data concentrators (such as the SEL 3355).

Il — Top Reasons for using Serial instead of Ethernet Diodes for DME Data

1) Does not use the internet/IP addresses (remote access to relays is not available, 100% secure).

2) Uses a hardwire solution (ESP data concentrator can transmit but cannot receive).

3) Results in a low cost hardware solution (just one wire between two data concentrators).

4) Results in low maintenance costs (no proprietary hardware or extensive training is required).

5) Is highly scalable (multiple diodes can be used between concentrators, typically up to 16).

6) Is highly scriptable (various types of data transmissions can be scheduled per diode and/or per relay).
7) Is highly upgradable (standard components, system can host new or other technologies as needed).

Il — Serial Diode Throughput, Security and Future Trends

Each Serial Diode provides rates of up to 256Kbps. With two Serial Diodes, one for critical data (targets,
oscillography) and one for non-critical data (logs), the rate at which the critical data is delivered is in line
with DME reporting requirements. Such rates are also comparable with rates from modern day Ethernet
Diodes as the actually rate of data collection is under relay control (on average 9.6Kbps to 38.4Kbps).

As for non-critical data, legacy devices do not generate large amounts of data but modern day devices
do. In the case of large amounts of data, the Serial Diode should be used to transmit only the highest
priority data. The rest of the data should to be archived locally and available for manual retrieval for up
to 10 days as per NERC DME requirements.



As for security, Serial Diodes provide both hardware and software level security. At the hardware level,
the actual receive wires into the ESP are physically removed. At the software level, the receive buffers

are disabled thus the 100% security claim. For future trends, new/existing technologies such as external

digital 10 can be used to increase transmit rates up to 1Mbps and beyond. The future of the Serial Diode

is very promising.

IV — Deployment Possibilities

The following 4 figures describe the various ways of deploying Wavewin with Serial and/or Ethernet
Diodes for compliance with DME data reporting requirements.
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Figure-1: Serial Diode for DME data reporting requirements
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Figure-2: Ethernet Diode for DME data reporting requirements



Substation Headquarters DME Data
DME Server
N T e Digital )
> PE ESP S ~ Fault | g |
/ N Recorder i |
P 4 N i 1
4 % | | s
/ : = A
- ; W,
/ | RelayA f==3 \ ; / \
| i Wavewin | * o !
| — Hernet IT Ethernet i IT A
Relay B Ethernet [===.¢ T >t . \
l - é Diode Switch ‘\h Network S\, /4
\ H oncentrator | ( A
\\ // g " 7
\ 7 e
™ F
N C . ; :
~ B ESP — Electronic Security Perimeter
~ - S5 -~
O DME — Disturbance Monitoring Equipment
Figure-3: Ethernet Diode with one Concentrator for DME data reporting requirements
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Figure-4: Both Serial and Ethernet Diodes for additional IT side security
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